
Cyber Security 
• Threat level – on the increase 

• For municipalities – targeted attacks  

o “Spear phishing” 

• Defense at the perimeter 

o Firewall – intrusion prevention 

 Updated every 2 hours 

o Web filter -- by category 

o Spam filter – scan contents, sources 

o Proactive threat protection – analyze packets  

• Defense on the desktop 

o Desktop antivirus – stop known malware, suspicious activity 

• Defense at the fingertips 

o Alert and informed users 

o Awareness training 

o Penetration testing 

• The pound of cure 

o Backup – on site 

o Backup – off site 

  



 

 
  

• Ransomware attacks are costly for state and local 
government entities. From 2017-2020, the estimated 
reported ransom paid per event in municipalities was 
$125,697. 

• Ransomware attacks can cause significant downtime 
and denial of critical community services, such as 
healthcare and law enforcement. One analysis pegged 
the average downtime from a ransomware attack at 9.6 
days. 

• Attacks on local government have risen significantly. 
Between 2018 and 2019 known attacks on local 
governments rose 58.5%. 

 

Municipalities Remain Ripe Targets for Cyber Attacks: Research - MSSP Alert 



 

 

 

  

Even our trusted 
commercial 
partners . . . 



 

 

  Defend the 
Periphery 
 



  

Prevention + Cure 
 



  

A Job for the Whole 
Organization 
 



 

 


