
 
February 20, 2023 

Matt Knickerbocker 
Town Administrator 
Town of Wilton 
238 Danbury Road 
Wilton, CT 06897 
 
Dear Mr. Knickerbocker:  

Thank you for considering Whittlesey Technology (Whittlesey) to provide the town of Wilton with cybersecurity services.  The 
purpose of this letter is to provide our understanding as well as the terms of the engagement.  We ask that you either confirm 
or amend that understanding and return the signed engagement letter to us.  

SCOPE & SERVICES 

Cybersecurity Assessment 

We will conduct a Cybersecurity Assessment (CSA).  Our assessment processes are rooted in guidance provided from the National 
Institute of Standards and Technology (NIST) and the Center for Internet Security (CIS).  Our assessments are based on clear 
objectives and constraints that are tailored to your organization and industry. 

The CSA will include the following:   

 
• Network Vulnerability Analysis (This will include scanning of 32 – /24 networks) 
• Cybersecurity best practice review 
• Business Continuity & Backup assessment 
• Wireless and Physical Security – physical security review will be performed on a sample basis  
• IT Governance, Policy, and Documentation Review 
• System Architecture and Security Configuration Review 

o This will include the review of the On-Prem Exchange server 
• Phishing – Test of your staff’s susceptibility 
• Compliance review – Regulatory and state security and privacy laws 
• Report with overall Cyber Risk rating and clear recommendations 
• Remediation Matrix 

 

 

DELIVERABLES 

We will provide you with a report of all network vulnerability findings and any recommendations for improving your 
organization’s cybersecurity posture and compliance. Recommendations will be clear, detailed, and implementable.  The report 
and resulting remediation matrix are intended to be used as your corrective action plan for tracking and planning resolution of 
cybersecurity and compliance recommendations.  

FEES 

Our fees are based on the amount of time required for services at standard billing rates, plus out-of-pocket expenses.  Our rates 
for the services above range from $205 to $450 per hour, based upon the team assigned.  We anticipate your engagement’s 
blended rate to be $250.  We discount travel time at 50%.  After-hour emergency (unplanned) time is billed at time and a half.  
Fees are invoiced on a progress basis and are due within 30 days. Unpaid balances over 30 days are subject to interest at 1.5% 
per month. There will be a software license fee of $299 assessed to accommodate specific licensing requirements. Estimates are 
based on receiving successful remote access to all systems with administrative credentials. 
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Cybersecurity Assessment - We estimate that the Cybersecurity Assessment (CSA) will take 50 hours and cost approximately 
$12,500.  

*Remediation Efforts – If requested, Whittlesey will assist with the remediation process. This work will be performed by a 
Whittlesey technician and billed at their standard hourly rates for IT support. 
 
WARRANTIES, LIMITATIONS, AND OTHER 
The town of Wilton expressly gives Whittlesey permission to access its company systems.  The town of Wilton expressly gives 
Whittlesey permission to use scanning and access techniques that have a possibility, although small in our opinion, to affect 
the technology systems being accessed. The town of Wilton understands and accepts this risk and agrees not to hold 
Whittlesey responsible for any disruption that may result. Whittlesey will hold all information we access and retain in 
confidence and utilize appropriate security protocols in handling related information. 

We offer no warranties, expressed or implied, regarding the functionality or capabilities of the software or hardware products 
installed as part of this engagement.  Our liability for damages with respect to the services provided shall in no event exceed the 
charges previously paid to us for these services.  Warranties for the computer software and hardware products installed as part 
of this engagement (if any) are provided by the manufacturer of those products. Service scope will be confined to the budgeted 
hours and on a best effort basis.  

If there is a conflict regarding our services and this conflict cannot be settled without legal intervention, then, in an effort to 
resolve the conflict that arises, you and we agree that it shall be submitted to nonbinding mediation unless the parties mutually 
agree otherwise. 

The town of Wilton agrees not to directly employ any Whittlesey employee who worked with the town of Wilton on this project 
while that employee is employed by Whittlesey and for one year thereafter.  In the event the town of Wilton employs one of our 
employees from this project, the town of Wilton agrees to a fee equal to twice the annual salary of that employee. We sincerely 
appreciate this opportunity to serve you. If the foregoing is in accordance with your understanding, please sign this letter and 
return it to us.   

Should you have any questions or need additional information, please do not hesitate to contact me directly at (860) 524-4434. 

Sincerely, 

Chris Wisneski 
Chris Wisneski 
Manager, IT Security & Assurance Services 
 

Client Response: 

This letter sets forth the understanding of town of Wilton: 

Signature: _________________________________ 

Title:  ____________________________ __ Date:  _______________ 


